
OVERVIEW

A large financial institution 
with multiple branches and 
thousands of customers. 
With an increasing number 
of cyber threats and data 
breaches targeting the 
financial sector, data 
protection is a top priority 
for this financial institution 
to maintain their customers’ 
confidence and trust. 

CHALLENGES 

Safeguarding sensitive 
financial data amid 
regulatory demands and 
evolving cyber threats 

This financial institution 
faces numerous challenges 
in protecting vast amounts 
of sensitive financial data, 
including customer accounts, 
transactions, and personal 
information. They need 
to comply with strict data 
security regulations and 
ensure that their data is 
protected from multiple 
risk sources including 
cyberattacks and insider 
threats. Any data breach 
or loss could result in 
severe financial losses and 
reputational damage. 

SOLUTION

Tailored data protection with ThinkOn’s secure and scalable 
cloud infrastructure 

ThinkOn’s Data Protection Services provided the financial institution 
with a comprehensive and secure solution to protect its critical financial 
data. Leveraging ThinkOn’s highly secure cloud infrastructure, the 
financial institution was able to back up and store data in an immutable 
environment, securing it against unauthorized access and data loss. 
DPS’s scalability allowed the financial institution to tailor its data 
protection plan to their needs, balancing cost and security. 

Fast recovery with 1-hour RTO and 24-hour RPO, plus 
automated compliance testing 

Meeting technical requirements, the solution provided a 1-hour RTO 
combined with a 24-hour RPO, ensuring minimal downtime in the 
event of a data loss incident. The service also included automated 
annual recovery tests to validate the recovery plan’s effectiveness, and 
documented the results for compliance purposes. 

•	 Dedicated backup copy target: Ensures secure storage 
of backup data in a separate location, reducing the risk of 
unauthorized access. 

•	 Rapid recovery using Veeam and Commvault: Enables quick 
restoration of critical data, minimizing operational downtime. 

•	 1-hour recovery time objective (RTO) + restore time, 24-hour 
recovery point objective (RPO): Guarantees that data can 
be restored to a point within the last 24 hours, with recovery 
processes starting within an hour. 

•	 Annual test with Certificate of Completion: Validates the 
recovery process and ensures readiness, providing compliance 
documentation.

OUTCOME FEATURES

Strengthening  
Data Security and Compliance for a
Leading Financial Institution 



“Think On’s Data Protection 

services have been instrumental 

in helping us safeguard our 

critical financial data and meet 

regulatory requirements. 

The scalability of the service 

allows us to tailor a data 

protection strategy to our 

unique needs, and the rapid 

data recovery capabilities have 

been invaluable in minimizing 

the impact of potential data 

loss incidents. We are highly 

satisfied with Think On’s data 

protection solution, and would 

recommend it to any financial 

institution looking to bolster 

their data security defenses.” 

-  Chief Information Security 

Officer 

Strengthened financial data security and compliance, ensuring 
swift recovery and operational continuity 

By partnering with ThinkOn and leveraging their Data Protection 
Services, the financial institution significantly enhanced its data security 
and compliance posture. They could now efficiently protect sensitive 
financial data from potential breaches and recover critical information 
swiftly if an incident occurred. This capability minimized the risk of 
operational disruption and strengthened customer trust. 

 
Contact your ThinkOn sales rep today for a free consultation. 
sales@thinkon.com

•	 Seamless integration: ThinkOn worked closely with the 
financial institution to integrate the Offsite Immutable Data 
Archive into their existing Veeam and Commvault systems. 
This ensured that the solution was compatible with their 
current infrastructure, allowing for smooth operation. 

•	 Annual recovery test setup: ThinkOn established an annual 
recovery testing process to validate the effectiveness of the 
solution. These tests provided a certificate of completion, 
demonstrating the bank’s compliance with industry 
regulations. 

•	 On-demand recovery resources: ThinkOn provided access 
to recovery resources whenever needed, ensuring that 
the financial institution could perform recoveries quickly 
and efficiently without needing to maintain additional 
infrastructure.
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