TECHNICAL DATA SHEET

Immutable Data Archive

Secure, reliable, offsite object storage for

data protection

SOLUTION OVERVIEW

ThinkOn Immutable Data Archive provides a low-cost, reliable, and secure offsite object storage solution with
immutability for businesses of all sizes. This solution ensures that your critical data is always protected and
recoverable in case of an emergency or production environment failure.

Adhering to the 3-2-1 backup strategy—keeping three data copies on two different media types, with one copy
stored offsite—this service ensures robust protection against ransomware, accidental deletion, and other risks.
With immutability, data remains secure from modification or deletion, keeping it safe and recoverable during

emergencies.

KEY FEATURES

Automated Backups:

Continuous or scheduled backups which transfer
data to the archive for secure storage. The archive
then applies immutability protections, preventing any
changes to or tampering with the backups, ensuring
that your data remains safe and fully recoverable at
any time.

Data Encryption:
End-to-end AES-256 encryption secures data in transit
and at rest.

Compatibility:
Supports integration with Veeam, Commvault, Rubrik,
Veritas, and Dell NetWorker backup solutions.

Connectivity Options:
Internet and Megaport.

RECOVERY SPECIFICATIONS

Granular Recovery:
Restore specific files or entire systems.

Cross-Platform Recovery:
Enables restoration to any environment where your
backup platform is available.

Recovery Time Objective (RTO):
24 Hours + time to perform restores.

Fast Recovery Options:

Initiate recovery instantly without egress or transfer
fees—restoration speed depends only on data
transmission time.

Flexible Retention Policies:
Supports both short-term and long-term data storage.

Cost effectiveness:
Pay only for the storage capacity used—no egress fees,
minimum retention periods, or hidden charges.

Immutable Backup Storage:
Ensures stored data cannot be tampered with or
deleted.

Special consideration: Coordination of an annual
restore test to ensure recoverability.

Recovery Point Objective (RPO):
Elapsed time since last backup.

Recovery Validation:
Annual recovery validation test coordinated by
ThinkOn.



IMMUTABLE DATA ARCHIVE

DEPLOYMENT & MANAGEMENT

Deployment Options:
Fully cloud based.

SERVICE LEVELS
Availability: 99.99% availability SLA.

PRICING & LICENSING

Management Interface:
Web-based management portal for configuration and
monitoring.

Support: 24/7 support via phone and email.

Immutable Data Archive is available through a flexible subscription pricing model based on:

Storage usage:
Pay per GB stored.

TECHNICAL SPECIFICATIONS

Backup Types:
Supports full, incremental, and differential backups.

Data Transfer:

Data Compression: “Inline compression minimizes
storage costs.”

Bandwidth Throttling: “Adjustable settings for efficient
data transfer”

AVAILABILITY

This service is available globally in the following regions:

e United States
e Canada
e Europe

e Asia-Pacific

Additional services:
Recovery tests and on-demand resources.

Storage:
Primary Storage: Object Storage (Immutable).

Security:

Encryption: AES-256 encryption at rest. Support for
homomorphic encryption options.

Compliance: Meets standards like HIPAA, GDPR, SOC
2,1S0 27001, 1SO 27017/27108 and PCI.

COMPLIANCE & CERTIFICATIONS

e HIPAA
e GDPR
e 50C2

e |SO/IEC 27001,27017,27018

ThinkOn Immutable Data Archive is an essential solution for businesses who want superior data protection and
recovery. Focused on security, compliance, and ease of access, this service ensures that critical data is safeguarded
and ready for recovery when needed. Secure your business today with ThinkOn Immutable Data Archive for peace

of mind and reliable protection.
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CONTINUOUS REPLICATION

FEATURE COMPARISON IMMUTABLE DATA ARCHIVE & RECOVERY
Automated Backups Yes No
Data Encryption (at rest) Yes Yes
Fast Recovery Options Yes Yes
Flexible Retention Policies Yes Yes
Multi-Tenancy Support Yes Yes
Reporting & Monitoring Yes Yes
Immutable Backup Storage Yes Yes
Connectivity Options Yes Yes
Backup Types Full, Incremental, Differential No
Data Transfer Yes No
Redundancy Yes Yes
Replication Yes Yes
Granular Recovery Yes Yes
Bare Metal Recovery Yes Yes
Cross-Platform Recovery Yes Yes
RTO Varies with data volume <30 minutes
RPO Varies with last backup <5 minutes
Deployment Options Fully cloud based Fully managed
Availability SLA 99.99% 99.99%
Support 24/7 24/7
Pricing Per GB Subscription-based
Compliance Certifications HIPAA, GDPR, SOC 2, HIPAA, GDPR, SOC 2,
ISO 27001, 27017,27018 ISO 27001, 27017,27018

GETTING STARTED

To get started with ThinkOn Immutable Data Archive, contact our sales team or visit our website for more
information and a free consultation.

Reach out. We're here to help!  844.888.4465 | sales@thinkon.com

About ThinkOn
Think On, Inc. is a cloud service provider with a global data center footprint offering creative solutions for complex

data problems. ThinkOn’s channel-only distribution model empowers value-add resellers and service providers I hinkd) n\

across North America, the UK, Europe, and Australia through solutions built on leading technology platforms.
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