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Introduction 

With the events of the last few years, we have seen a dramatic increase in Canadian organizations’ pivoting to 
digital-first strategies as they try to keep their users, employees, and partners productive and safe, mitigate 
supply chain issues, and navigate turbulent macroeconomic and geopolitical times. While certain industries, 
such as banking and finance, have led the transformation to “digital business,” transformation isn’t beneficial 
only to business — it is critical to many sectors in Canada, especially the public sector, education, and 
healthcare. 

In all areas of the public sector, digital business is extending the capabilities of service providers and 
empowering users. Municipalities have turned on new self-service digital portals for community programs. 
Health professionals offer remote consultations for an aging Canadian population. Federal and provincial 
governments look to improve data-driven decision making, while providing real-time and ubiquitous access to 
government programs to empower citizens with open government, shared data, secure access to private 
information, and more sophisticated applications.  

Digital transformation is a key innovation driver in Canada today. The cloud is an enabler, but 
migrating workloads is a challenge for governments and enterprises alike. Simple, secure, 
resilient, and affordable implementations require proper planning and partnerships. 
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Benefits of Application Modernization and Migration 

Figure 1 makes clear the top 3 priorities for application modernization among Canadian survey respondents: 
security, simplicity, and affordability. In the public sector, those modernization motivators take on even more 
relevance — 60% of provincial and municipal respondents put security at number 1, as did over 80% of 
educators. Cloud migrations, when planned properly and executed well, can satisfy all three of these demands. 

Figure 1 

 
n = 298, Source: IDC Canada BITAP n4 2021 Survey, October 2021 

IT security and resilience has been identified at all levels of Canadian organizations as a top priority for 2022 
and beyond. Canadian organizations believe they are underinvested by almost 25% in cyber resilience, and 
there are a variety of reasons for that: They cannot find enough skilled resources in the security space, 
operational complexity is increasing faster than they can keep up, and the proliferation of bad actors and 
powerful, easily accessible tools means they’re seeing more attacks than ever before. Cloud providers and their 
partner ecosystems can help mitigate these security concerns — few, if any, end-user Canadian organizations 
invest as much into security and availability capabilities as infrastructure providers. Increased availability and 
resilience through geographic replication and dispersion of data and workloads, as well as advanced data 
protection and business continuity/disaster recovery tools tying on-premises to cloud resources, can provide a 
far more reliable and resilient operating environment than an understaffed, underfunded IT security team. 

Complexity is kryptonite for digitization, transformation, and modernization initiatives. In IDC’s 2021 ITAP n5 
survey of Canadian IT decision makers, the number 1 threat to digital transformation activities was reported to be 
that “operational complexity is increasing faster than we can keep up.” This leads to increased costs, higher 
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resourcing and skill requirements, lower IT efficiency, and reduced digital resilience, as the visibility and 
manageability of data and workloads is broken by siloes within the organization. 

Simplifying IT procurement and operations, leveraging the capabilities of cloud and managed service providers, 
and returning IT staff to value-added activities rather than simply “keeping the lights” on can improve several 
areas of business resilience, including digital, operational, and financial. These are the business outcomes 
Canadian CEOs and organizational leadership are seeking during and after disruptive times. 

Digitization and Migration Considerations 

Building a case for digital transformation and application modernization can be difficult during periods in which 
capital constraints caused by outside factors (such as a pandemic, macroeconomic stresses, and geopolitical 
turmoil) mean the C-suite may be more carefully considering every expenditure. The cost of these initiatives 
was, by a large margin, the top concern amongst Canadian respondents in our October 2021 survey. Among 
public sector respondents, most categories were on par with other verticals, except for education and cost — at 
81%. Cost was a standout for all industries in terms of concern. Building effective KPIs around business 
outcomes (not technical achievements) and leveraging real-world examples of successful transformations from 
your trusted partners are critical to overcoming these challenges.  

The cost of operating in the cloud is also a major part of the cost conversation: Despite the ease of access to 
cloud resources and low barriers to entry for individuals within an organization to get started with a provider, 
Canadian organizations are frequently surprised by the operating costs of their workloads in the cloud. Ingress 
and egress costs, bandwidth, and even capacity costs can increase well beyond equivalent traditional 
infrastructure for frequently accessed workloads and data, especially as organizations make use of the scale 
afforded to them by cloud providers.  

The second key concern was the skills shortage currently being felt by Canadian organizations. Finding 
resources, especially technologists, has become a time-consuming and expensive endeavor in the current 
market. Canada is in need of hundreds of thousands of full-time employees, especially across IT organizations. 
At the top of the list are security experts1, followed closely by cloud architects and developers. This dearth of 
skilled resources is one reason that managed service providers are in high demand today. It is also why 
Canadian organizations must find expertise early in the transformation planning cycle — to ensure they are not 
adding undue IT complexity, reducing security and resilience, and creating siloes rather than innovation. In 
addition, a knowledgeable partner can help ensure that organizations aren’t escalating operational, financial, 
and business risks through inappropriate transformation road maps. 

 

 

 

 
1  Characterizing the Cybersecurity Talent Recruiting Issue: North America Is Struggling (IDC #US49579722, August 2022) 
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Figure 2 

n = 298, Source: IDC Canada BITAP n4 2021 Survey, October 2021 

Workload migrations can be some of the most disruptive activities IT staff are asked to undertake. This is why 
IDC continues to stress the importance of performing exhaustive workload assessments early in the planning 
process. With the exception of planned dev/test repatriations to bring net new workloads back into production 
environments, moving mission-critical workloads to and then back from a cloud provider can be a costly failure 
— and yet almost 90% of Canadian organizations surveyed last year had done exactly that! The top reasons for 
repatriating workloads can be seen in Figure 3 (next page); again, we see security and return on investment at 
the top of the list. Complexity, in the form of governance and compliance as well as IT consolidation, is another 
top consideration. Public sector organizations again conform to Canadian standards, with the exception of 
security: It is of paramount concern, especially among educators. 
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Figure 3 

  

n = 250, Source: IDC ITAP n2 2022 Survey, April 2022 

Modernization Trends in Canada 

Canadian organizations are migrating many enterprise workloads to public cloud services over the next two 
years, based on the need for availability, reliability, and flexibility. Across all business segments and geographies, 
this has been identified as modernization priority number 1, as seen in Figure 4 (next page). To achieve this, 
these organizations must hire and retain, develop, or seek skilled cloud migration resources externally to ensure 
success. 
 
Most failures in this space are failures in planning: a lack of understanding of the potential pitfalls and unintended 
consequences of cloud migration, or insufficient knowledge of the characteristics of the workloads under 
consideration. Failures in planning lead to security risks, governance or compliance issues, out of control costs, 
etc. This is why expertise is at a premium, and why finding a trusted partner that can demonstrate successes, 
deep technical expertise, and an understanding of your industry’s unique requirements and issues can be the 
difference between success and failure in a modernization initiative.  

 

 
 Page 5 



 
ANALYST BRIEF A “Digital First” Canada Requires Simple, Affordable, Resilient IT 

 
 
Figure 4 

 

n = 298, Source: IDC Canada BITAP n4 2021 Survey, October 2021 

 

 
Over the next 24 months, Canadian organizations are seeking to modernize their application 

workloads and increase their use of cloud services and will seek cloud migration skills. 

 
Conclusion 

Application migration and modernization activities can help Canadian 
organizations both survive turbulent times and capture new share to grow their 
business. The choice of infrastructure deployment methodologies as well as 
planning and developing a road map toward a digital future can determine the 
success or failure of these initiatives. A trusted partner can fill the skills gaps in 
your organization and ensure that the cloud is a platform for innovation and a 
way to improve business outcomes. 

Cloud infrastructure can provide added security, availability, and resiliency to 
your organization’s operations. Ensure that your cloud migration is solving 
business problems without introducing new technical debt or business risks with 
a thorough modernization assessment and a measured approach to your digital 
transformation. 

Complexity is 
kryptonite to 
modernization. 
Simplify IT to 
increase resilience, 
manage costs, and 
drive innovation.  
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MESSAGE FROM THE SPONSORS 
About Insight 

Insight Enterprises Inc. is a Fortune 500 solutions integrator with 12,000 teammates worldwide helping 
organizations accelerate their digital journey to modernize their business and maximize the value of 
technology. We enable secure, end-to-end transformation and meet the needs of our clients through a 
comprehensive portfolio of solutions, far-reaching partnerships, and 34 years of broad IT expertise. Rated as a 
Forbes World’s Best Employer and certified as a Great Place to Work, we amplify our solutions and services 
with global scale, local expertise, and a world-class ecommerce experience, realizing the digital ambitions of 
our clients at every opportunity.  

Discover more at ca.insight.com 

About ThinkOn 
ThinkOn empowers you to do whatever you need to do with your data. 
ThinkOn is a Canadian–owned and operated cloud solution provider (CSP) that works with a trusted 
ecosystem of top technology partners to provide simple, secure, resilient, and affordable  
infrastructure-as-a-service solutions and data management services. Our services fit together to create an 
economical, buildable outcome that makes sense for you and your bottom line. At ThinkOn, we tell you the 
cost upfront on an easy-to-read single-page quote. When the invoice comes, that’s the number you’ll see: no 
fine print, no escalating cloud allocation usage charges, no hidden fees — ingress, egress, or otherwise.  
ThinkOn is a Canadian VMware Sovereign Cloud partner, Pro-B certified, and the only CSP capable of 
offering data sovereignty to the government of Canada. Consider us your dedicated department of  
data-obsessed experts.  
Learn more about who we are and what we do: www.thinkon.com 
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This publication was produced by IDC Custom Solutions. The opinion, analysis, and research results presented herein are 
drawn from more detailed research and analysis independently conducted and published by IDC, unless specific vendor 
sponsorship is noted. IDC Custom Solutions makes IDC content available in a wide range of formats for distribution by various 
companies. A license to distribute IDC content does not imply endorsement of or opinion about the licensee. 
External Publication of IDC Information and Data — Any IDC information that is to be used in advertising, press releases, or 
promotional materials requires prior written approval from the appropriate IDC Vice President or Country Manager. A draft of 
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any reason. 
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